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Fe %5 PR 52 Denial of Service
(DOS)
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rt Darth disrupts service
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(d) Denial of service
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Substitution Ciphers(® i*)

Ris2 BB FHRE
1234567891111 111111222222 2

01234567 890123456
ABCDEFGHI J KLMNOPQORSTUVWXY/Z
BCDEFGHI J KLMNOPQRSTUVWXY/ZA
* 7R F-appleis B & 'ﬁ&»g % = bagmf -

¢ | love you % = | mpwf zpv
¢ RBER L - L R 2 -
o o2 ch £ 4 (Key) 40
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012345678911111111112222272
0123456789012345
ABCDEFGHI JKLMNOPQRSTUVWXY/Z
DEFGHI J KLMNOPORSTUVWXYZABC

#a% | LOVE YOU => L ORYH BRX
Key =3
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Columnar Transposition Cipher

Plaintext:COMPUTER GRAPHICS MAY BE SLOWBUT AT LEAST T'SEXPENSIVE.

COMPUTERGR
APHICSMAYB
ESLOWBUTAT
LEASTITSEX
PENSIVE

Ciphertext: CAELP OPSEE MHLAN PIOSS UCWTI TSBIVEMUTE RATSG YAERB TX
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Rotor Machine



Cipher Machine

The German Lorenz cipher mmachine. used

in World War I for encaryption of very

high-level general staff messages
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¢ 7k 4e 2R Data Encryption Standard
(DES), 56 bits key, 1973

+ 3-DES, 112, 168 bits key

o 2FF 4 2R Advanced Encryption
Standard (AES), 2001, 192 bits key

o 2B &4t HRSA, 1978, MIT, i+ e
#c 220021024
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DES Overview
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Permuted Choice 1

Initial Permutation

Permuted Choice 2

K> as 56
Permuted Choice 2 Left circular shift

A 4 K A 4
Round 16 16 18 Left circular shift

Permuted Choice 2

32-bit Swap

Inverse Initial
Permutation

;’—V—\—/

64-bit ciphertext
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A RUN of DES

-—32 bits———= -——32 bits———p» -——28 bits— -—28 bits—
L R;1 Ci-1 Di-1
— e .
Expﬂﬂsifﬁmtgﬁi:?ﬂmﬁou\ Left shiftis) Left shiftis)
48
\ Permutation/contraction
F @ 48 K; \ (Permuted Choice 2) /
48

Substitution/choice
(S-box)
{ 32

Permutation

(P)
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Round 1

Round 9

Round 10

AES Encryption &Decryption

Plaimtext

HAdd round key

Fle=yy

—3

Plaintext

.T.

Substitute bytes

Shift roves

M colurmmns

-

HAdd round key

wrlo, 2]

Exparnd ke

Add round kew

.T.

Imnvarse sub bytes

.T.

INnverse shift rowes

Imnwverse mix cols

.1.

Substit = byres

M= Sl % % K 4=

Shift rowes

-

M colurmmns

=

Add roumnd key

|

wiza, 3a]

o

Substitute bytes

=

Shift rowves

Add roumnd key

Add round kew

1..

Imnvarse sub bytes

|

INnverse shift rowes

n R

Imnwverse mix cols

)

|

wrlao, 437

T
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Ciphertext

Enmncryption

¥

Add round lkew

|

Imnvaerse sub bytes

.T.

INnverse shift rows

.1..

Y
p—

Add round lkew

Cipheaertext

(b)) Decryption

Round 10

Round 9

Round 1
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RSA Example - Key Setup

—_—
E3# T8 polT & g-l1

7% on=pq =
5 o(m)=(p-
%ﬁ;e. gcd(e,

=17 x
1)(g-1
160)=1

11=187

)=16 x 10=160
2 e

A Z_d: de=l1 mod 160 and 4 < 160 Value of d
=23 since 23x7=161= 10x160+1

2B & 4 (public key) PU={T7, 187}
4% (private key) PR={23, 187}

‘e % a=2, a® mod n=2" mod 187=128
3% c=128, c! mod n=1282%mod 187=2
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~ B & #(public key) % st

Bobs's
public key

Il AR
T

Ted
Mike Alice
Alice's public Alice 's private
Bob :
ey e Alice
Fal
Transmitted
ciphertext
—
[ iz
Plaintext ] _ . _ Plaintext
input Encryption algorithm Decryption algorithm output
(e.g., RSA) {reverse of encryption
algorithm)
(a) Encryption
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Alice's
public key

lIllh\ % N \\}E
f JO}T
Mike Bob

B b Bob's private Bob's public =
O - Alice

key
Transmitted
ciphertext
> —>
5 PR
40N /
. jJ _I | ] L ]
Plaintext . . ) i Plaintext

. Encryption algorithm Decryption algorithm
mput . output

(e.g., RSA) (reverse of encryption

algorithm)

(b) Authentication
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key+ B B BfZ5E R 2. M %

Key Size | Key BYB[AEf@SE | Time required at 1 Time requ1| re! a!
(bits) decryption/us 10 decryptions/us
32 232 =43 x10° 231 ns =358 2.15 milliseconds
minutes
56 256 =72x1016 | 25 us =1142 years 10.01 hours
128 2128 =34 x10%8 | 2127pus =5.4x 10% 5.4 x 1013 years
years
168 2168 =37 x10% | 2167 ns =5.9 x 1036 5.9 x 10%° years
years
26 26! =4 x 102¢ 2 x 10%6 us= 6.4 x 1012 6.4 x 106 years
characters years
(permgafgiion) 38




# i+ % % (digital signature) £z
222

3 (authentication)
——-
o 3F % LA N 4o % E O (AeRSA)
LT

. FEILAfE T TR AR B o
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% 2T+ 2 5 (SET)en /i 5
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¢ SET > ?Secure Electronic Transcation
o b ORI R F B R (dointernet)dF+ A 5 & 2
Ry

¢ 1996+# 4 VISA ~ MasterCard ~ IBM ~ Microsoft ~ Netscape -
GTE ~ VeriSign ~ SAIC ~ Terisa% > & 85 & 4137

o FH RSAFT AL e B ART 4o B HjiF

¢ SETm Ad BB PR LA kg 2B TS

(Electronlc Wallet) - 7 =+ %2 (Digital Certificate) -

fq‘ A =k (Payment Gateway ) v FMPB_F’ = (
Certification Authority ) - @ & * igw B~ i+ > ¥ fE 30
Internet + & & SETH & ez * + 24 & o
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* SSL(Secure Sockets Layer)
¢ - PR TORE >4 % A d Netscapen A £ o

SSLﬂ A giﬁ%mén % HF(RSA) & g% #* =
s e b g TR PE it B 3R
¢ = 4 & Rz e\Web Server 2 Browser i ;Z_i# * o
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