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Darth disrupts service
provided by server

Darth

Server

(d) Denial of service
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. Columnar Transposition Cipher

Plaintext:COMPUTER GRAPHICS MAY BE SLOW BUT AT LEAST T'SEXPENSIVE.

COMPUTERGR
APHICSMAYB
ESLOWBUTAT
LEASTITSEX
PENSIVE

Ciphertext: CAELP OPSEE MHLANPIOSS UCWTI TSBIVEMUTE RATSG YAERBTX
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1
Cipher Machine

The Germman Lorenz cipher machine, used

1im World War I1 for encryvption of very

high-level gceneral staff messages
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DES Overview

64-bit plaintext 64-bit key -

—~— T
Vv ¥¥r¥y¥xyyxyywl v Wy ¥yyyyyl

Initial Permutation Permuted Choice 1

Permuted Choice 2

K> as 56
Permuted Choice 2 Left circular shift

A 4 K A 4
Round 16 16 48

Permuted Choice 2 Left circular shift

32-bit Swap

Inverse Initial
Permutation

\_’w_\_/

64-bit ciphertext
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A RUN of DES

—32 bits——= -—32 bits———p ~——28 bits— -4——28 bits—

Li1 R;.1 Ci-1 D;.1

Left shift(s) Left shift(s)

48

K \ Permutation/contraction
i \ {(Permuted Choice 2)

Substitution/choice
(S-box)
%

Permutation

(P
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Round 1

Round 9

Round 10

A

FPlaimtext

Add roumnd key
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Substitute byites

Shift rowes

MM colurmns

Add roumnd key

wo [, 2]

FPlaintext

.T.

Expand kew

M= %% % 4=

Substitute bwihes

=

Shift rowes

-

M colurrmms

Add roumnd key

f 1

Add round keyw

.1.

Irnvarse sulb bytes

T.

Inveaerse shift rowes

Inwverse mix cols

-

.

wlZea, 39
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Substitute byites

Shift rowes

Audd round key

Add round keyw
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Irnveaerse sulb bytes
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b K K -
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-

Y
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+

Ciphaertext

fa) Encrypticn
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I RSA Example - Key Setup

—
E3# T H polT & g-l1

7k on=pq =
5 o(m)=(p-1
EFEe: ged(e,

=17 x
) (g-1
160)=

11=187

)=16 x 10=160

;2 T

A7 d: de=l1 mod 160 and 4 < 160 Value of d
=23 since 23x7=161= 10x160+1

2B &4 (public key) PU={T7, 187}

# 4% (private key) PR={23, 187}

‘e B a=2, a® mod n=2" mod 187=128
2% c=128, cd mod n=1282%mod 187=2
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=~ B £ 4 (public key) % 3t

N

Bobs's
public key
ring

Alice

Alice's public

Bob

NN E& 22 2 458

Transmitted
ciphertext

T

Alice 's private

el

Flaintext . .
input Encryption algorithm
[e.g. K5A)
98/5/14

(a) Encryption

key Alice
" E
ﬂg [}

Decryption algorithim
[reverse of encryption
algorithm)

Plaintext
output
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allk
Foid
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Bob's private
key

B Ob Bob'ig;uhlic Alice

Transmitted
ciphertext
> —p
31 s
b <N 24 24N
mnz " | i 2
Plaintext

y/
. . ] . Plaintext
. Encryption algorithm Decryption algorithm
mput y v . output
(e.g., RSA) (reverse of encryption
algorithm)

(b) Authentication
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¢ Fl4c 2% Data Encryption Standard
(DES), 56 bits key, 1973

+ 3-DES, 112, 168 bits key

¢ EfF 4 2% Advanced Encryption
Standard (AES), 2001, 192 bits key

o R £ 44 2 RSA, 1978, MIT, %~ /5"
#ic 220091024
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w
I key+ B B2 B {238 2_ M 1%

Key Size Key N E]gETESH | Time required at 1 Time requ1re! a!
(bits) decryption/us 106 decryptions/us
32 232 =43 x 10° 231 ns =358 2.15 milliseconds
minutes
56 256 =72 x1016 | 25 us =1142 years 10.01 hours
128 2128 =34 x10% | 2277ps =54x10% | 5.4 x 108 years
years
168 2168 =37x 105 | 2675 =59x10% | 5.9 x 103 years
years
26 26! =4 x 102%¢ 2 x 1026 us= 6.4 x 1012 6.4 x 106 years
characters years
(permggtgtion) 43
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I % 32eh% 3 2 L (SET)ehh &
S

¢ SET » % Secure Electronic Transcation

o F R REN P X AP TR Mrnternet)FF i EE >
i

¢ 1996# d VISA ~ MasterCard ~ IBM ~ Microsoft ~ Netscape ~

GTE -~ VeriSign ~ SAIC ~ Terisa% = & B & 437

W RSATHLD > ino B4R T 40 2 dhjiv

* SETenZE e Ad B ~2fri klegdeRa. & w7+
& ¢ (Electronic Wallet) - & &+ 3% 2 (Digital Certificate) >
i Zr ik f vk (Payment Gateway ) » o 20 ¢ o (
Certification Authority ) - @ & * gw B it » ¥ H 450
Internet + f+ & SETH- & iz % + 324 5 o

2
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¢ SSL(Secure Sockets Layer)
¢ b - R TR E > T d Netscapen L3 & o

* SSLAI™ 2 [ & dyéfade % $LAR(RSA) K i 5 *
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T8 e

o T B Web Server% Browserj iZ_i¢ * o
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2 Follow given instructions.
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